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Overview

• High level risk assessment for projects working with clinical 

data: risks and mitigation 

• Working with patient data: anonymity, distribution, 

collaboration, role of ethical committees, multi-cultural aspects

• 5 min break

• Questions / Reflection round the table on how this relevant to 

the candidate's projects 
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What is clinical data?

https://www.medidata.com/en/life-science-resources/medidata-blog/modernizing-clinical-data-management-and-capture/
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Working with clinical data pre-AI
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Working with Clinical Data post-AI
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Clinical Data Risk Assessment

• Understanding the sensitivity of PHI (Protected Health 

Information)

• The 'Why': Safety, Legal Compliance (GDPR/HIPAA), 

and Trust

• The High Stakes: Identity theft and medical fraud
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PHI (Protected Health Information)
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GDPR = General Data Protection Regulation

https://www.usfhealthonline.com/resources/health-informatics/what-gdpr-means-for-healthcare-providers/
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Fraud….
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Risk assessment clinical study

DOI https://doi.org/10.2147/RMHP.S309098

- Reduce the risk to a quantifiable number

https://doi.org/10.2147/RMHP.S309098
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Risk assessment

• Many ways of achieving this, can be as simple as this

Risk = L x I
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Risk assessment for a new implant

ISO 31000 risk management framework
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Working with Patient Data

• Anonymity vs. Pseudonymization

• The mechanics of secure distribution

• The role of ethical oversight (IRB/REC)
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GDPR - For the patient

https://www.usfhealthonline.com/resources/health-informatics/what-gdpr-means-for-healthcare-providers/
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Patient data

• Who owns it?

– Patients

• How can you use it for your own research?

– Informed consent
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Is an MRI / US image anonymous? 
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Well…



18

What is anonymity?

• Clinical data anonymity = the process of modifying 

health information to remove or obscure direct and 

indirect identifiers, making it impossible for anyone to link 

the data back to a specific individual, thus protecting 

patient privacy while allowing for research and analysis.

• * In Norway it is even stricter, it should not be possible to 

identify a group of up to 5 persons including the one 

owning the data based on the provided information
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Anonymity vs. Pseudonymization

• Pseudonymization: Using keys (reversible)

• Anonymization: Irreversible removal of identifiers

• The Mosaic Effect: Risks of re-identification through data 

merging
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Pseudonymization

• Article 4(5) of the GDPR offers a definition for 

“pseudonymisation” as “the processing of personal data 

in such a manner that the personal data can no longer 

be attributed to a specific data subject without the use of 

additional information, provided that such additional 

information is kept separately and is subject to technical 

and organizational measures to ensure that the personal 

data are not attributed to an identified or identifiable 

natural person.”
https://www.clym.io/blog/pseudonymization

https://gdpr-info.eu/art-4-gdpr/
https://gdpr-info.eu/art-4-gdpr/
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https://www.clym.io/blog/pseudonymization
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https://www.clym.io/blog/pseudonymization
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Anonymization types

https://www.clym.io/blog/pseudonymization
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Anonymity

• Anonymization is when data is changed so much that 

there's no way to tell who it belongs to, not even by your 

organization. According to the GDPR, once the data is 

anonymized, it is no longer seen as personal data so the 

GDPR no longer covers it.

https://www.clym.io/blog/pseudonymization
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Quick quiz!

• If I give you:

– ZIP code 

– Date of Birth

– Gender 

– for 100 people in the US (population more that 340 million)

– How many persons you can identify uniquely?

– 87

– "Mosaic Effect.“ = combining seemingly minor, separate data points 
(even public ones) to reveal sensitive or significant patterns
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Secure Distribution of Patient Data

• Data Use Agreements (DUA): The legal framework

• Secure Transfer: SFTP and Trusted Research 

Environments (TRE)

• Federated Learning: Keeping data on-site while sharing 

insights
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Data Processing Agreements (DPA)

• Data Processing Agreements (DPA) form a crucial legal 

framework for sharing sensitive data, acting as contracts 

that define permissible uses, security requirements, and 

restrictions (like prohibiting re-identification) to protect 

privacy, especially under regulations like HIPAA or 

GDPR, ensuring accountability and compliance by 

outlining terms for data handling, safeguarding, liability, 

and eventual data destruction or return between 

providers and recipients
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Data Processing Agreements (DPA)
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Ethical committees

• The Belmont Report Principles:

– Respect for Persons: Patients must give Informed Consent and 

have the right to withdraw.

– Beneficence: The research must intend to do good; the risks 

must be justified by the potential knowledge gained.

– Justice: We must not experiment on vulnerable populations just 

because they are "available."
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Ethical committee application

• Depends on your research:

https://rekportalen.no/en/
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Ethical committee approval

- They require a project description but do not care about it from 
a research perspective

- What they evaluate is:
- What data is acquired
- How it is stored / is it anonymized
- If a patient treatment changes from the current protocol 

what are the risks for the patients
- Follow-up actions in case of emergency cases
- Are companies involved if so do project participants own 

shares -> conflicts of interest
- Planned publications
- What happens to data after the project is completed
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Data security

• Encryption: Protecting data in storage (at rest) and during transmission (in transit) using strong 
protocols.

• Access Control: Implementing Role-Based Access Control (RBAC) and Multi-Factor Authentication 
(MFA) to ensure only authorized personnel access necessary data.

• Data Classification: Identifying and labeling data sensitivity (e.g., PHI) to apply appropriate security 
measures, often using automated tools.

• Regular Audits & Monitoring: Continuously monitoring network traffic and auditing logs for suspicious 
activity.

• Patch Management: Keeping all software, operating systems, and medical devices updated to fix 
vulnerabilities.

• Employee Training: Educating staff on phishing, data handling, and security best practices.

• Incident Response Plan: Having a documented plan to quickly detect, respond to, and mitigate data 
breaches.

• Vendor Management: Ensuring third-party partners meet the same high security standards.

• Compliance: Adhering to standards like HIPAA (US), GDPR (EU), and HITRUST.

https://www.google.com/search?q=Incident+Response&sca_esv=3476d2a7e42c9128&ei=xrpwaZCUJL-5wPAPt4GssQo&ved=2ahUKEwjIw8b5xZySAxVEKRAIHZ_9MmoQgK4QegQIBBAH&uact=5&oq=medical+clinical+grade+data+security&gs_lp=Egxnd3Mtd2l6LXNlcnAiJG1lZGljYWwgY2xpbmljYWwgZ3JhZGUgZGF0YSBzZWN1cml0eTIFEAAY7wUyBRAAGO8FMggQABiABBiiBDIFEAAY7wUyBRAAGO8FSLMZUPAPWLoXcAF4AJABAJgBjwGgAaIIqgEDMS44uAEDyAEA-AEBmAIGoAL0BMICCxAAGIAEGLADGKIEwgIIEAAYsAMY7wWYAwCIBgGQBgWSBwMxLjWgB-YjsgcDMC41uAfwBMIHAzAuNsgHDYAIAA&sclient=gws-wiz-serp&mstk=AUtExfB4LlkVIdQ_evStrG80YcU-cxH_01PS8k9cdUn0RJVGFO7nPPi7bcJKdtksn6ebHi8co57s2xl7qoVi7Rf3_4wJUiZpKQGyE8m3_LacRHduWL5QMJHJOIa2AQVryM5nWAgdAAMDtOeRTHp8oEtLBiqB0BORK4j-DzkNHw6OSTq8r1jaQbQrNXeSnWzo6_ofjLc2&csui=3
https://www.google.com/search?q=Incident+Response&sca_esv=3476d2a7e42c9128&ei=xrpwaZCUJL-5wPAPt4GssQo&ved=2ahUKEwjIw8b5xZySAxVEKRAIHZ_9MmoQgK4QegQIBBAH&uact=5&oq=medical+clinical+grade+data+security&gs_lp=Egxnd3Mtd2l6LXNlcnAiJG1lZGljYWwgY2xpbmljYWwgZ3JhZGUgZGF0YSBzZWN1cml0eTIFEAAY7wUyBRAAGO8FMggQABiABBiiBDIFEAAY7wUyBRAAGO8FSLMZUPAPWLoXcAF4AJABAJgBjwGgAaIIqgEDMS44uAEDyAEA-AEBmAIGoAL0BMICCxAAGIAEGLADGKIEwgIIEAAYsAMY7wWYAwCIBgGQBgWSBwMxLjWgB-YjsgcDMC41uAfwBMIHAzAuNsgHDYAIAA&sclient=gws-wiz-serp&mstk=AUtExfB4LlkVIdQ_evStrG80YcU-cxH_01PS8k9cdUn0RJVGFO7nPPi7bcJKdtksn6ebHi8co57s2xl7qoVi7Rf3_4wJUiZpKQGyE8m3_LacRHduWL5QMJHJOIa2AQVryM5nWAgdAAMDtOeRTHp8oEtLBiqB0BORK4j-DzkNHw6OSTq8r1jaQbQrNXeSnWzo6_ofjLc2&csui=3
https://www.google.com/search?q=Vendor+Management&sca_esv=3476d2a7e42c9128&ei=xrpwaZCUJL-5wPAPt4GssQo&ved=2ahUKEwjIw8b5xZySAxVEKRAIHZ_9MmoQgK4QegQIBBAJ&uact=5&oq=medical+clinical+grade+data+security&gs_lp=Egxnd3Mtd2l6LXNlcnAiJG1lZGljYWwgY2xpbmljYWwgZ3JhZGUgZGF0YSBzZWN1cml0eTIFEAAY7wUyBRAAGO8FMggQABiABBiiBDIFEAAY7wUyBRAAGO8FSLMZUPAPWLoXcAF4AJABAJgBjwGgAaIIqgEDMS44uAEDyAEA-AEBmAIGoAL0BMICCxAAGIAEGLADGKIEwgIIEAAYsAMY7wWYAwCIBgGQBgWSBwMxLjWgB-YjsgcDMC41uAfwBMIHAzAuNsgHDYAIAA&sclient=gws-wiz-serp&mstk=AUtExfB4LlkVIdQ_evStrG80YcU-cxH_01PS8k9cdUn0RJVGFO7nPPi7bcJKdtksn6ebHi8co57s2xl7qoVi7Rf3_4wJUiZpKQGyE8m3_LacRHduWL5QMJHJOIa2AQVryM5nWAgdAAMDtOeRTHp8oEtLBiqB0BORK4j-DzkNHw6OSTq8r1jaQbQrNXeSnWzo6_ofjLc2&csui=3
https://www.google.com/search?q=Vendor+Management&sca_esv=3476d2a7e42c9128&ei=xrpwaZCUJL-5wPAPt4GssQo&ved=2ahUKEwjIw8b5xZySAxVEKRAIHZ_9MmoQgK4QegQIBBAJ&uact=5&oq=medical+clinical+grade+data+security&gs_lp=Egxnd3Mtd2l6LXNlcnAiJG1lZGljYWwgY2xpbmljYWwgZ3JhZGUgZGF0YSBzZWN1cml0eTIFEAAY7wUyBRAAGO8FMggQABiABBiiBDIFEAAY7wUyBRAAGO8FSLMZUPAPWLoXcAF4AJABAJgBjwGgAaIIqgEDMS44uAEDyAEA-AEBmAIGoAL0BMICCxAAGIAEGLADGKIEwgIIEAAYsAMY7wWYAwCIBgGQBgWSBwMxLjWgB-YjsgcDMC41uAfwBMIHAzAuNsgHDYAIAA&sclient=gws-wiz-serp&mstk=AUtExfB4LlkVIdQ_evStrG80YcU-cxH_01PS8k9cdUn0RJVGFO7nPPi7bcJKdtksn6ebHi8co57s2xl7qoVi7Rf3_4wJUiZpKQGyE8m3_LacRHduWL5QMJHJOIa2AQVryM5nWAgdAAMDtOeRTHp8oEtLBiqB0BORK4j-DzkNHw6OSTq8r1jaQbQrNXeSnWzo6_ofjLc2&csui=3
https://www.google.com/search?q=HITRUST&sca_esv=3476d2a7e42c9128&ei=xrpwaZCUJL-5wPAPt4GssQo&ved=2ahUKEwjIw8b5xZySAxVEKRAIHZ_9MmoQgK4QegQIBBAL&uact=5&oq=medical+clinical+grade+data+security&gs_lp=Egxnd3Mtd2l6LXNlcnAiJG1lZGljYWwgY2xpbmljYWwgZ3JhZGUgZGF0YSBzZWN1cml0eTIFEAAY7wUyBRAAGO8FMggQABiABBiiBDIFEAAY7wUyBRAAGO8FSLMZUPAPWLoXcAF4AJABAJgBjwGgAaIIqgEDMS44uAEDyAEA-AEBmAIGoAL0BMICCxAAGIAEGLADGKIEwgIIEAAYsAMY7wWYAwCIBgGQBgWSBwMxLjWgB-YjsgcDMC41uAfwBMIHAzAuNsgHDYAIAA&sclient=gws-wiz-serp&mstk=AUtExfB4LlkVIdQ_evStrG80YcU-cxH_01PS8k9cdUn0RJVGFO7nPPi7bcJKdtksn6ebHi8co57s2xl7qoVi7Rf3_4wJUiZpKQGyE8m3_LacRHduWL5QMJHJOIa2AQVryM5nWAgdAAMDtOeRTHp8oEtLBiqB0BORK4j-DzkNHw6OSTq8r1jaQbQrNXeSnWzo6_ofjLc2&csui=3


33

Standards / frameworks

• HIPAA Security Rule (US): Mandates physical, 

technical, and administrative safeguards for PHI.

• IEC 81001-5-1: A specific cybersecurity standard for 

medical devices and health IT software.

• HITRUST: A framework for managing risk, security, and 

compliance in healthcare.

https://www.google.com/search?q=IEC+81001-5-1&sca_esv=3476d2a7e42c9128&ei=xrpwaZCUJL-5wPAPt4GssQo&ved=2ahUKEwjIw8b5xZySAxVEKRAIHZ_9MmoQgK4QegQIBhAC&uact=5&oq=medical+clinical+grade+data+security&gs_lp=Egxnd3Mtd2l6LXNlcnAiJG1lZGljYWwgY2xpbmljYWwgZ3JhZGUgZGF0YSBzZWN1cml0eTIFEAAY7wUyBRAAGO8FMggQABiABBiiBDIFEAAY7wUyBRAAGO8FSLMZUPAPWLoXcAF4AJABAJgBjwGgAaIIqgEDMS44uAEDyAEA-AEBmAIGoAL0BMICCxAAGIAEGLADGKIEwgIIEAAYsAMY7wWYAwCIBgGQBgWSBwMxLjWgB-YjsgcDMC41uAfwBMIHAzAuNsgHDYAIAA&sclient=gws-wiz-serp&mstk=AUtExfB4LlkVIdQ_evStrG80YcU-cxH_01PS8k9cdUn0RJVGFO7nPPi7bcJKdtksn6ebHi8co57s2xl7qoVi7Rf3_4wJUiZpKQGyE8m3_LacRHduWL5QMJHJOIa2AQVryM5nWAgdAAMDtOeRTHp8oEtLBiqB0BORK4j-DzkNHw6OSTq8r1jaQbQrNXeSnWzo6_ofjLc2&csui=3
https://www.google.com/search?q=IEC+81001-5-1&sca_esv=3476d2a7e42c9128&ei=xrpwaZCUJL-5wPAPt4GssQo&ved=2ahUKEwjIw8b5xZySAxVEKRAIHZ_9MmoQgK4QegQIBhAC&uact=5&oq=medical+clinical+grade+data+security&gs_lp=Egxnd3Mtd2l6LXNlcnAiJG1lZGljYWwgY2xpbmljYWwgZ3JhZGUgZGF0YSBzZWN1cml0eTIFEAAY7wUyBRAAGO8FMggQABiABBiiBDIFEAAY7wUyBRAAGO8FSLMZUPAPWLoXcAF4AJABAJgBjwGgAaIIqgEDMS44uAEDyAEA-AEBmAIGoAL0BMICCxAAGIAEGLADGKIEwgIIEAAYsAMY7wWYAwCIBgGQBgWSBwMxLjWgB-YjsgcDMC41uAfwBMIHAzAuNsgHDYAIAA&sclient=gws-wiz-serp&mstk=AUtExfB4LlkVIdQ_evStrG80YcU-cxH_01PS8k9cdUn0RJVGFO7nPPi7bcJKdtksn6ebHi8co57s2xl7qoVi7Rf3_4wJUiZpKQGyE8m3_LacRHduWL5QMJHJOIa2AQVryM5nWAgdAAMDtOeRTHp8oEtLBiqB0BORK4j-DzkNHw6OSTq8r1jaQbQrNXeSnWzo6_ofjLc2&csui=3
https://www.google.com/search?q=IEC+81001-5-1&sca_esv=3476d2a7e42c9128&ei=xrpwaZCUJL-5wPAPt4GssQo&ved=2ahUKEwjIw8b5xZySAxVEKRAIHZ_9MmoQgK4QegQIBhAC&uact=5&oq=medical+clinical+grade+data+security&gs_lp=Egxnd3Mtd2l6LXNlcnAiJG1lZGljYWwgY2xpbmljYWwgZ3JhZGUgZGF0YSBzZWN1cml0eTIFEAAY7wUyBRAAGO8FMggQABiABBiiBDIFEAAY7wUyBRAAGO8FSLMZUPAPWLoXcAF4AJABAJgBjwGgAaIIqgEDMS44uAEDyAEA-AEBmAIGoAL0BMICCxAAGIAEGLADGKIEwgIIEAAYsAMY7wWYAwCIBgGQBgWSBwMxLjWgB-YjsgcDMC41uAfwBMIHAzAuNsgHDYAIAA&sclient=gws-wiz-serp&mstk=AUtExfB4LlkVIdQ_evStrG80YcU-cxH_01PS8k9cdUn0RJVGFO7nPPi7bcJKdtksn6ebHi8co57s2xl7qoVi7Rf3_4wJUiZpKQGyE8m3_LacRHduWL5QMJHJOIa2AQVryM5nWAgdAAMDtOeRTHp8oEtLBiqB0BORK4j-DzkNHw6OSTq8r1jaQbQrNXeSnWzo6_ofjLc2&csui=3
https://www.google.com/search?q=IEC+81001-5-1&sca_esv=3476d2a7e42c9128&ei=xrpwaZCUJL-5wPAPt4GssQo&ved=2ahUKEwjIw8b5xZySAxVEKRAIHZ_9MmoQgK4QegQIBhAC&uact=5&oq=medical+clinical+grade+data+security&gs_lp=Egxnd3Mtd2l6LXNlcnAiJG1lZGljYWwgY2xpbmljYWwgZ3JhZGUgZGF0YSBzZWN1cml0eTIFEAAY7wUyBRAAGO8FMggQABiABBiiBDIFEAAY7wUyBRAAGO8FSLMZUPAPWLoXcAF4AJABAJgBjwGgAaIIqgEDMS44uAEDyAEA-AEBmAIGoAL0BMICCxAAGIAEGLADGKIEwgIIEAAYsAMY7wWYAwCIBgGQBgWSBwMxLjWgB-YjsgcDMC41uAfwBMIHAzAuNsgHDYAIAA&sclient=gws-wiz-serp&mstk=AUtExfB4LlkVIdQ_evStrG80YcU-cxH_01PS8k9cdUn0RJVGFO7nPPi7bcJKdtksn6ebHi8co57s2xl7qoVi7Rf3_4wJUiZpKQGyE8m3_LacRHduWL5QMJHJOIa2AQVryM5nWAgdAAMDtOeRTHp8oEtLBiqB0BORK4j-DzkNHw6OSTq8r1jaQbQrNXeSnWzo6_ofjLc2&csui=3
https://www.google.com/search?q=IEC+81001-5-1&sca_esv=3476d2a7e42c9128&ei=xrpwaZCUJL-5wPAPt4GssQo&ved=2ahUKEwjIw8b5xZySAxVEKRAIHZ_9MmoQgK4QegQIBhAC&uact=5&oq=medical+clinical+grade+data+security&gs_lp=Egxnd3Mtd2l6LXNlcnAiJG1lZGljYWwgY2xpbmljYWwgZ3JhZGUgZGF0YSBzZWN1cml0eTIFEAAY7wUyBRAAGO8FMggQABiABBiiBDIFEAAY7wUyBRAAGO8FSLMZUPAPWLoXcAF4AJABAJgBjwGgAaIIqgEDMS44uAEDyAEA-AEBmAIGoAL0BMICCxAAGIAEGLADGKIEwgIIEAAYsAMY7wWYAwCIBgGQBgWSBwMxLjWgB-YjsgcDMC41uAfwBMIHAzAuNsgHDYAIAA&sclient=gws-wiz-serp&mstk=AUtExfB4LlkVIdQ_evStrG80YcU-cxH_01PS8k9cdUn0RJVGFO7nPPi7bcJKdtksn6ebHi8co57s2xl7qoVi7Rf3_4wJUiZpKQGyE8m3_LacRHduWL5QMJHJOIa2AQVryM5nWAgdAAMDtOeRTHp8oEtLBiqB0BORK4j-DzkNHw6OSTq8r1jaQbQrNXeSnWzo6_ofjLc2&csui=3
https://www.google.com/search?q=IEC+81001-5-1&sca_esv=3476d2a7e42c9128&ei=xrpwaZCUJL-5wPAPt4GssQo&ved=2ahUKEwjIw8b5xZySAxVEKRAIHZ_9MmoQgK4QegQIBhAC&uact=5&oq=medical+clinical+grade+data+security&gs_lp=Egxnd3Mtd2l6LXNlcnAiJG1lZGljYWwgY2xpbmljYWwgZ3JhZGUgZGF0YSBzZWN1cml0eTIFEAAY7wUyBRAAGO8FMggQABiABBiiBDIFEAAY7wUyBRAAGO8FSLMZUPAPWLoXcAF4AJABAJgBjwGgAaIIqgEDMS44uAEDyAEA-AEBmAIGoAL0BMICCxAAGIAEGLADGKIEwgIIEAAYsAMY7wWYAwCIBgGQBgWSBwMxLjWgB-YjsgcDMC41uAfwBMIHAzAuNsgHDYAIAA&sclient=gws-wiz-serp&mstk=AUtExfB4LlkVIdQ_evStrG80YcU-cxH_01PS8k9cdUn0RJVGFO7nPPi7bcJKdtksn6ebHi8co57s2xl7qoVi7Rf3_4wJUiZpKQGyE8m3_LacRHduWL5QMJHJOIa2AQVryM5nWAgdAAMDtOeRTHp8oEtLBiqB0BORK4j-DzkNHw6OSTq8r1jaQbQrNXeSnWzo6_ofjLc2&csui=3
https://www.google.com/search?q=HITRUST&sca_esv=3476d2a7e42c9128&ei=xrpwaZCUJL-5wPAPt4GssQo&ved=2ahUKEwjIw8b5xZySAxVEKRAIHZ_9MmoQgK4QegQIBhAE&uact=5&oq=medical+clinical+grade+data+security&gs_lp=Egxnd3Mtd2l6LXNlcnAiJG1lZGljYWwgY2xpbmljYWwgZ3JhZGUgZGF0YSBzZWN1cml0eTIFEAAY7wUyBRAAGO8FMggQABiABBiiBDIFEAAY7wUyBRAAGO8FSLMZUPAPWLoXcAF4AJABAJgBjwGgAaIIqgEDMS44uAEDyAEA-AEBmAIGoAL0BMICCxAAGIAEGLADGKIEwgIIEAAYsAMY7wWYAwCIBgGQBgWSBwMxLjWgB-YjsgcDMC41uAfwBMIHAzAuNsgHDYAIAA&sclient=gws-wiz-serp&mstk=AUtExfB4LlkVIdQ_evStrG80YcU-cxH_01PS8k9cdUn0RJVGFO7nPPi7bcJKdtksn6ebHi8co57s2xl7qoVi7Rf3_4wJUiZpKQGyE8m3_LacRHduWL5QMJHJOIa2AQVryM5nWAgdAAMDtOeRTHp8oEtLBiqB0BORK4j-DzkNHw6OSTq8r1jaQbQrNXeSnWzo6_ofjLc2&csui=3
https://www.google.com/search?q=HITRUST&sca_esv=3476d2a7e42c9128&ei=xrpwaZCUJL-5wPAPt4GssQo&ved=2ahUKEwjIw8b5xZySAxVEKRAIHZ_9MmoQgK4QegQIBhAE&uact=5&oq=medical+clinical+grade+data+security&gs_lp=Egxnd3Mtd2l6LXNlcnAiJG1lZGljYWwgY2xpbmljYWwgZ3JhZGUgZGF0YSBzZWN1cml0eTIFEAAY7wUyBRAAGO8FMggQABiABBiiBDIFEAAY7wUyBRAAGO8FSLMZUPAPWLoXcAF4AJABAJgBjwGgAaIIqgEDMS44uAEDyAEA-AEBmAIGoAL0BMICCxAAGIAEGLADGKIEwgIIEAAYsAMY7wWYAwCIBgGQBgWSBwMxLjWgB-YjsgcDMC41uAfwBMIHAzAuNsgHDYAIAA&sclient=gws-wiz-serp&mstk=AUtExfB4LlkVIdQ_evStrG80YcU-cxH_01PS8k9cdUn0RJVGFO7nPPi7bcJKdtksn6ebHi8co57s2xl7qoVi7Rf3_4wJUiZpKQGyE8m3_LacRHduWL5QMJHJOIa2AQVryM5nWAgdAAMDtOeRTHp8oEtLBiqB0BORK4j-DzkNHw6OSTq8r1jaQbQrNXeSnWzo6_ofjLc2&csui=3
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Federated learning - Need

- What happens when you want to include multiple sites, different hospitals in 
different countries?
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Federated learning - Principle
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Federated learning - Overview

https://blog.dailydoseofds.com/p/introduction-to-federated-learning
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Federate learning – Side note

“OLMOTRACE: Tracing Language Model Outputs Back to Trillions of Training Tokens” by Liu et al. (2025),
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It is still possible to do research?
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Research: Openly 

available datasets

• Challenges
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Clinical trials
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Nice overview of available data
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What are other options?

• Biobanks
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Bring compute to the data 

HUNT cloud: https://about.hdc.ntnu.no/en/researchers/
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Why bother….

• Sometimes it goes terribly 

wrong even if the 

intentions are good
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Patient benefits
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Avoids discrimination
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AI discrimination

• Many reasons

– Biased historical data

– Unequal healthcare availability

– Research funding bias towards high developed countries

• Biased training data

• Biased models
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Openness – algorithmic discrimination
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More to come: AI act

https://www.sorainen.com/publications/the-ai-act-is-here-the-time-to-act-is-now/
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Discussion Questions

• Is 100% security possible or even desirable in research?

• Does a 1% risk of re-identification justify a potential 

cure?

• Should patients have a 'right to be forgotten' in medical 

datasets? i.e. they ask to be removed after you trained 

your fancy AI models

• What data are you using in your projects? 

• What paperwork do you need to fill out?
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